THREAT ADVISORY NOTIFICATION SYSTEM (TANS) INDEX
TANS #1 To advise Michigan Public Water and Wastewater Officials Of National Threat Level Coverage,
December 22nd, 2003
TANS #2 To forward USEPA Water and Wastewater Guidance, December 29th, 2003

TANS #3 To advise Michigan Public Water and Wastewater Officials of National Threat Level Change,
January 9th, 2004

TANS #4 Emergency Preparedness Guide To forward FEMA Fire and Fire and Emergency Services
Preparedness Guide for the Homeland Security Advisory System, February 4th, 2004

TANS #5 To forward the Internet Web Address for the National Defense University Poster Entitled
"Coping with an Attack: A Quick Guide to Dealing with Biological, Chemical, and "Dirty Bomb" attacks";
and to forward joint DHS-FBI informational bulletin entitled "Potential Threats to Great Lakes Area" Dated
3/19/04, March 19th, 2004

TANS #6 DHS/FBI Joint Memo To forward WaterISAC FBI/DHS Suspicious Activity Reporting Criteria,
August 5th, 2004

TANS #7 To forward WaterlSAC Advisory: FBI/DHS Potential Water Section Vulnerabilities, August 12th,
2004

TANS #8 To forward Revised Color Coded Threat Level Guides, August 24th, 2004
TANS #9 To forward WERF's Wastewater Emergency Response Plan Gudiance, October 25th, 2004

TANS #10 To forward FBI/DHS Critical Infrastructure Terrorists Threats Reporting Guide, January 12th,
2005

TANS #11 Interim DHS NIPP To forward Dept. Homeland Security National Infrastructure Protection Plan
and Homeland Security Presidential Directive #7, February 14th, 2005

TANS #12 To forward information about the EPA's new CD product "Emergency Response Tabletop
Exercises for Drinking Water and Wastewater Systems", March 16th, 2005

TANS #13 Article Table of Contents To forward the American College of Preventative Medicine
publication entitled "Recognizing Waterborne Disease and the Health Effects of Water Pollution", March
28th, 2005

TANS #14 To forward the EPA document titled "Distribution System Security Primer for Water Utilities",
May 23rd, 2005

TANS #15 To forward the EPA document titled "Security Information Collaboratives"”, May 23rd, 2005

TANS #16 To forward the Chemical Biological and Radiological Technology Alliance publication entitled
"Water Monitoring Equipment for Toxic Contaminants Technology Assessment", October 28th, 2005

TANS #17 Decon Guide- GAO Funding To forward the National Association of Clean Water Agencies
publications entitled "Decontamination Wastewater Guide" and "Wastewater Facilities, Experts' Views on
How Federal Funds Should be Spent to Improve Security", October 28th, 2005

TANS #18 To forward the announcement of the new Water Contaminant Information Tool, November
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http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_1_269084_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_2_269085_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_3_269086_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_4_269088_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-FEMAJan04_269092_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_5_269090_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_6_269096_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-DHS-FBI-Joint-Memo_269118_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_7_269099_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_8_269100_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_9_269104_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_10_269105_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_11_269106_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-interim-nipp_269117_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_12_269107_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_13_269109_7.pdf
http://www.waterhealthconnection.org/tableofcontents.asp
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_14_269113_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_15_269114_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_16_271350_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_17_271351_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-2005WWDeconGuide_271352_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-GAOHowSecurityMoney_271353_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_18_271354_7.pdf
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18th, 2005
TANS #19 To forward security guidance for facilities less than 3300, December 21st, 2005

TANS #20 To forward the postcard for the first Michigan Critical Infrastructure Protection Committee (CIP)
Conference (30-31 Mar, 2006) in Troy, MI, January 5th, 2006

TANS #21 To Forward Super Bowl bulletin from WaterISAC dated 18 January 06, January 20th, 2006

TANS #22 Pandemic Guide To Forward Business Continuity Planning in the Event of an Influenza
Pandemic: A Reference Guide, April 4th, 2006

TANS #23 Ten Step Security Booklet To Forward Ten Steps to Maintain Critical Wastewater Services
Poster, April 19th, 2006

TANS #24 Electronically unavailable WHO Review To Forward the World Heath Organization (WHO)
"Review of the latest available evidence on risks to human health through potential transmission of avian
influenza (H5N1) through water and sewage" of March 24, 2006, May 2nd, 2006

TANS #25 Unavailable Electronically

TANS #26 To Forward: U. S. Department of Homeland Security (US DHS) Homeland Infrastructure
Threat & Risk Analysis Center (HITRAC): Joint Strategic Sector Assessment: Drinking Water and
Wastewater Systems, December 29th, 2006

TANS #27 FYO7 NIMS Compliance Metrics Fact Sheet- Management of Domestic Incidents- National
Preparedness To Forward FEMA FY07 NIMS Compliance Metrics Fact Sheet and HSPD's # 5 & 8,
December 29th, 2006

TANS #28 Webcast - Developing a Mutual Aid Response Network To Forward AWWA Utility Alert
Announcing 3/29/07 1pm Eastern webcast, March 9th, 2007

TANS #29 WEF - 2007 Security Training for Publicly Owned Treatment Works- FAQs - POTW Security
Workshops To Forward Wastewater Security and Emergency Response Training Information, April 6th,
2007

TANS #30 To Forward US EPA Effective Risk and Crisis Communication during Water Security
Emergencies: Message Mapping, April 6th, 2007

TANS #31 To Forward Water ISAC Chlorine/VBIED IIR Update, April 13th, 2007

TANS #32 Water Sector Specific Plan (05/07)- Incident Command System (ICS) Training, July 19th, 2007

TANS #33 AWWA Washington DC Report which describes the legislation implementing
recommendations of the 9/11 Commission, August 13, 2007

TANS #34 Interstate Mutual Aid and Assistance: EMAC Tips for the Water Sector, October 12, 2007

TANS #35 To Forward U.S. Department of Homeland Security/ U.S. Federal Bureau of Investigation
[DHS/FBI] Joint Homeland Security Assessment (JHSA) entitled Water Systems at Risk to Deliberate
Contamination, March 14, 2008

TANS #36 To Forward the US EPA training information for emergency response to contamination at
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http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_19_271355_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_20_271356_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_21_271357_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_22_271358_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-PandemicGuide_271359_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_23_271361_7.pdf
http://www.aeanj.org/TenStep-Basic-WEB.pdf
http://www.who.int/water_sanitation_health/emerging/h5n1background.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_26_271362_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_27_271363_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-compliancefactsheet_271364_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-HSPD-5_271365_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-HSPD-8_271367_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-HSPD-8_271367_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_28_271368_7.pdf
http://www.michigan.gov/documents/deq/deq-wws-wb-AWWA03_06_07_WARN_Webcast_271369_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_29_271370_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-2007_POTW_RegForm_271372_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-FAQs_-_POTW_Workshops_271373_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-FAQs_-_POTW_Workshops_271373_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_30_271374_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_31_271375_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-TANS_32_230488_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-Water_SSP_5_21_230463_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-070620ICS-NIMSTrainingFactSheet_203285_7.pdf
http://www.michigan.gov/documents/deq/deq-wws-wb-TANS_33_274367_7.pdf
http://www.michigan.gov/documents/deq/deq-wws-wb-08_10__07_Washington_Report_274365_7.pdf
http://www.michigan.gov/documents/deq/deq-wws-wb-08_10__07_Washington_Report_274365_7.pdf
http://www.michigan.gov/documents/deq/deq-wws-wb-TANS_34_274368_7.pdf
http://www.michigan.gov/documents/deq/deq-wws-wb-071002_EMAC_tips_factsheet_274366_7.pdf
http://www.michigan.gov/documents/deq/deq-wws-wb-TANS_35_274369_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-tans36_242266_7.pdf
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wastewater systems, June 11th, 2008

TANS #37 To Forward the Announcement of the Water Environment Federation (WEF) Water Sector
Interdependencies Awareness Training, July 15th, 2008

TANS #38 To Forward Federal Bureau of Investigation (FBI) Intelligence Assessment Worldwide Terrorist
Attacks Against Critical Infrastructure and Key Resources (CI/KR) 1998-2007, August 20th, 2008

TANS #39 To Forward the US DHS Water and Wastewater Sector Pandemic Guideline Annex 09/16/07,
August 20th, 2008

TANS #40 To Forward Water ISAC cyber vulnerability documents, August 20th, 2008

TANS #41 To Forward the National Infrastructure Advisory Council's (NAIC) report The Insider Threat to
Critical Infrastructures, August 8th, 2008

TANS #42 To Forward A National Agenda for Drinking Water, December 2008

TANS #43 To Forward the New Jersey Office of Homeland Security and Preparedness report entitled The
Potential Terrorist Risk of Drinking Water Contamination, January 6th, 2009

TANS #44 To Forward US EPA Pandemic Influenza Fact Sheet for the Water Sector , September 8th,
2009

TANS #45 To Forward a Proclamation Issued by President Obama Declaring December 2009 as Critical
Infrastructure Protection Month , December 7th, 2009

TANS #46 To Forward US Congress "Prevention of WMD Proliferation and Terrorism Report Card 1/10",
January 27th, 2010

TANS #47 To Forward "Cyber spies and thugs attacking power-water plants" (1/29/10) article, February
4th, 2010

TANS #48 Invitation to Attend WaterISAC All-Hazard Consequence Management Plan (CMP) Webinar on
March 11, 2010, March 3rd, 2010

TANS #49 To Forward All-Hazard Conseqguence Management Planning for the Water Sector (11/09) from
the Preparedness, Emergency Response and Recovery Critical Infrastructure Partnership Advisory
Council (CIPAC), March 12th, 2010

TANS #50 To Forward Information about WaterlSAC Pro: free subscription and upcoming free ICS/NIMS
web seminars, April 12th, 2010

TANS #51 To Forward US Department of Homeland Security (US DHS) Roll Call Release: Attacks on
Drinking Water Systems (6/24/10), June 28th, 2010

TANS #52 To Forward the Michigan State Police July 2010 Critical Infrastructure Key Resource (CIKR)
Monitor of the Michigan Intelligence Operations Center for Homeland Security (MIOC), August 11th, 2010

TANS #53 To Forward the testimony of Cynthia C. Dougherty regarding Chemical Facility Anti-Terrorism
Standards (CFATS) program and for addressing the chemical security of our nation's wastewater and
drinking water treatment facilities, August 11th, 2010
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http://www.michigan.gov/documents/deq/deq-wb-wws-tans37_242267_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-tans38_246171_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-tans39_246172_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-tans40_246183_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-tans41_249768_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-tans42_260036_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-watertradesagenda2008_260041_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-tans43_262146_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-tans44_292663_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-tans45_303747_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-critical_infrastructure_proclamation_303750_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-critical_infrastructure_proclamation_303750_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-tans46_309685_7.pdf
http://www.michigan.gov/documents/deq/dnre-wb-wws-WMDcongressionalreport.card012710_309689_7.pdf
http://www.michigan.gov/documents/deq/dnre-wb-wws-tans_47_311338_7.pdf
http://www.michigan.gov/documents/deq/dnre-wb-wws-cyberspiesarticle_311339_7.pdf
http://www.michigan.gov/documents/deq/dnre-wb-wws-tans_48_314412_7.pdf
http://www.michigan.gov/documents/deq/dnre-wb-wws-tans_49_314415_7.pdf
http://www.michigan.gov/documents/deq/dnre-wb-wws-allhazardcmpdoc_314418_7.pdf
http://www.michigan.gov/documents/deq/dnre-wb-wws-allhazardcmpdoc_314418_7.pdf
http://www.michigan.gov/documents/deq/dnre-wb-wws-allhazardcmpdoc_314418_7.pdf
http://www.michigan.gov/documents/deq/deq-wb-wws-tans50_318592_7.pdf
http://www.michigan.gov/documents/deq/dnre-wb-tans52_330844_7.pdf
http://www.michigan.gov/documents/deq/dnre-wb-wws-tans53_330845_7.pdf
http://www.michigan.gov/documents/deq/dnre-wb-wws-cfats_testimony_330846_7.pdf
http://www.michigan.gov/documents/deq/dnre-wb-wws-cfats_testimony_330846_7.pdf
http://www.michigan.gov/documents/deq/dnre-wb-wws-cfats_testimony_330846_7.pdf
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TANS #54 To Forward information about upcoming US DHS Ciritical Infrastructure Learning Series:
Emergency Services Sector Ready Responder Program at 2pm EDT Tues. 8/31/10, August 30th, 2010.

TANS #55 To forward information about USEPA webinar on the CANARY anomalous event detection
software to be held on September 22, 2010 from1:00 - 2:30 EST, August 30th, 2010

TANS #56 To Forward Information about suspicious activity at the City of Kalamazoo water fields,
September 8th, 2010

TANS #57 To Forward a report of FBI Threats and Consequences of Cyber Attacks on US Water Sector
Industrial Control Systems (9/14/10), September 15th, 2010

TANS #58 To Forward Malware STUXNET indicators advisory from US DHS Industrial Control Systems
Cyber Emergency Response Team, October 5th, 2010

TANS #59 To Forward MIOC SAB Swatting; 9/11 Countdown Timer Displayed, September 2nd, 2011

TANS #60 To Forward US DHS Roll Call Release: Backpressure Contamination of Water Distribution
Systems: A Potential Terrorist Tactic, November 16th, 2011

TANS #61 To Forward Michigan Intelligence Operations Center Situational Awareness Bulletin (MIOC M
SAB-11-2012) : Theft of copper from Energy Sector substations, March 27, 2012

TANS #62 To Forward JSAR-12-151-01A (UPDATE) - sKyWIper/Flame Malware, June 7, 2012

TANS #63 To Announce Michigan Multi-Sector Infrastructure Protection and Threat Workshop: 8/1-2/12
at Michigan State University, July 9, 2012

TANS #64 To Announce Water Sector ICS/NRF Training Workshop at MDEQ on September 18, 2012,
July 19, 2012

TANS #65 To Forward US EPA training and exercise plan webinar announcement, August 17, 2012

TANS #66 To Forward George Mason University School of Law CIP Report: September 2012, Water
Sector, October 5, 2012

TANS #67 To Forward draft discussion paper and draft Executive Order on Improving Critical
Infrastructure Cybersecurity Practices (9/28/12), November 8, 2012
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http://www.michigan.gov/documents/deq/dnre-wb-wws-tans54_332144_7.pdf
http://www.michigan.gov/documents/deq/dnre-wb-wws-tans55_332145_7.pdf
http://www.michigan.gov/documents/deq/dnre-wb-wws-tans56_332147_7.pdf
http://www.michigan.gov/documents/deq/dnre-ermd-wws-tans57_334564_7.pdf
http://www.michigan.gov/documents/deq/dnre-ermd-wws-tans58_334567_7.pdf
http://www.michigan.gov/documents/deq/dnre-ermd-wws-tans58attachment_334568_7.pdf
http://www.michigan.gov/documents/deq/dnre-ermd-wws-tans58attachment_334568_7.pdf
http://www.michigan.gov/documents/deq/deq-rmd-dwehs-wws-tans59_370516_7.pdf
http://www.michigan.gov/documents/deq/dnre-rmd-dwehs-wws-tans60_369912_7.pdf
http://www.michigan.gov/documents/deq/deq-odwma-wws-tans61_405141_7.pdf
http://www.michigan.gov/documents/deq/deq-odwma-wws-tans62_405168_7.pdf
http://www.michigan.gov/documents/deq/deq-odwma-wws-tans62attachment_405169_7.pdf
http://www.michigan.gov/documents/deq/deq-odwma-wws-tans63_405142_7.pdf
http://www.michigan.gov/documents/deq/deq-odwma-wws-tans64_405144_7.pdf
http://www.michigan.gov/documents/deq/deq-odwma-wws-tans64attachment_405143_7.pdf
http://www.michigan.gov/documents/deq/deq-odwma-wws-tans65_405145_7.pdf
http://www.michigan.gov/documents/deq/deq-odwma-wws-tans65attachment_405148_7.pdf
http://www.michigan.gov/documents/deq/deq-odwma-wws-tans66_405152_7.pdf
http://www.michigan.gov/documents/deq/deq-odwma-wws-tans66attachment_405154_7.pdf
http://www.michigan.gov/documents/deq/deq-odwma-wws-tans66attachment_405154_7.pdf
http://www.michigan.gov/documents/deq/deq-odwma-wws-tans67_405155_7.pdf
http://www.michigan.gov/documents/deq/deq-odwma-wws-tans67attachment_405158_7.pdf
http://www.michigan.gov/documents/deq/deq-odwma-wws-tans67attachment_405158_7.pdf

